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CIP is our solution...
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https://www.cip-project.org/ since April 2016
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Non-CIP packages
Linux distribution (e.g. Debian)
may extend/include CIP
packages.

CIP Reference
Filesystem image with SDK
(CIP Core packages)

CIP SLTS Kernel

CIP Reference Hardware
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* CIP Kernel Maintenance Team
« Maintainer / Mentor [ Mainline / Stable }
« Developers ‘

. CIP Kernel teamd)?ﬁ%u “ [ & ; Maintainer / Mentor :
 stable kernelAPatchd L E1—

« Test I
« UpstreamA\D T+« — KJ\w
[ o o @ @ & Developers }

- J

. UpStream first CIP kernel team

OSAKA NDS Embedded Linux Cross Forum #8 17




@ CIP SLTS KernelpaH

CIP SLTS : X>5F > AHREIE 1058
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Chevron ExxonMobil Honeywell S HMI Device
He Switch (tOUCIh
Schneider Shell Synopsys i
Electric ynopsy Target device of EDSA IEC 62443-4-2
further expande
WisePlant YOKOGAWA YPF Depending on Asset owner, the following also includes:

] Servomot Barcode Camera Power Card
Referred from https://www.isasecure.org/en-US/ \ reader monitor reader
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« CHNICKD., SEBIEC 62443(IFAZEFRDH CIRAKBAEFR CHEFEREE L THRIOND,

2016 ISASecure BCS Working Group Conclusions

—

IEC 62443 Standards are applicable to BCS.
ISASecure certification scheme is applicable to BCS.

Participating Organizations

Schneider \@\ CSA Johnson /))1(’

" Controls

w N

BCS cybersecurity standards and guidelines are under
development by other entities but no product-specific

Eil;l(i( Honeywell SIEMENS cybersecurity standards exist yet.
- m 4. The IEC 62443 standards do not duplicate any BCS
Gonce > BOG <o 1T industry cybersecurity standards.
g T enow 5. No BCS cybersecurity certification scheme exists that
E ISA Security would be duplicated by the ISASecure certification

C li Institut CABA
omp! fanch Institute scheme for BCS.

ISASecure 2 ISA Security Compliance Institute B ISASecure 14 ISA Security Compliance Institute

% : 5|F3 : “ISA/IEC 62443 STANDARDS AND ISASECURE® CERTIFICATION: APPLICABILITY TO BUILDING CONTROL SYSTEMS” in https://www.isasecure.org/en-US/
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You&  About  News  Standards Conformity ~ Members  Developing  IEC - Wetidiors p— Advanced

the |EC thelEC &views development sssessment &experts countries Academy search

—> Aboutthe IEC 5 Whoweare » Management Structure 5 CAB.

CAB Conformity Assessment Board

CAB Subgroups _

The CAB establishes Working Groups (WGs) to accomplish
tasks within its responsibilities which require more. or more
specislized, preparation and discussion than can be
accommodated within the framework of the twice-yearly CAB
meetings. Terms of reference and membership are decided in

nnnnn

WG 10 CAB Policy and Strategy
sdvance for each WG

w6 11 Systems issues WGs report regularly to the CAB, and any conclusions or
decisions srising from their work are placed on the CABs.

WG 14 Promotion sgenda and decided there.
WGs are normally of limited durstion and are disbended by the

I w17 Cyber Security | CABwhen o longer needed
WG 18 BizL
Others

hG Block weeks  CAB subgroups meeting block weeks

shG FinCom FinCom reporting
hG Promotic
S TN Dedicated promotions staff member

Privscy | Contact | IEC offices f Y in® Copyright ® IEC 2018. All rights reserved.

FSP _ORG ID,FSP LANG 1D:3250,25

IEC(EHEC624437ZEUOD

TEF1 T

X : IECODCAB (Conformity Assessment Board) (CE%E&E

SN /\—tF 1 U5 OEAMNZR5T 3 D Working Group
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CIP Security Working Group

CIP Security Working GroupZ &
« 2018/12/5(CFwVv O AT
« OSSR —X T, IEC62443E 3= H/h— b
e LINUXX—XD AT A CTioslZHBUS I DIT8HD
c HARSA>
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CIP Security WGD4H5—4'v b
« [EC62443-4-2

- EZERABBHIES A7 (IACS) A m—>3> hMalttz+Fa2 U5~
FAtrEF

ISA 6244311

ISA-TR62443-1-2
Master glossary of
.
4,.‘>‘ ‘ N\ 2
Secunty program

requirements for IACS IACS protection levels
ASSEt OWNers

ISA-62443-1-3 ISA-TR62443-1-4
System security IACS securtty lfecycie
conformance metncs and use-cases
o) A -t '.‘\ v

ISA-TR62443-2-3 ISA-62443-2-4 ISA-TR62443-2-5

Security program
requrements for IACS
service provicers

Patch management n
the IACS environment

Implementation guidance
for IACS asset owners

Policies & |

Procedures

ISA-TR62443-31

System security
requirements and
secunty levels

Security technologies Security risk assessment
for IACS and system design

System

Secure product Technical secunty
development lifecycle requirements for IACS
requirements components

N—

H" - _@ponont

Work products of IEC 62443
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Component o FEIENEHBEDOTSY R IA—LA
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* Linux Kernel

+ Middleware

EF1VUF EHFO—BERBEITSY N IA—LTHI\—

H/W S/W Document

| User equipment | User manual

User application

. RIEVSCHBRRFIAS S

- TFa VT HEEES
CIP deli b | @S e S
RS SJE ST

A2 U7 A cridoncs
Certified platform . ‘_Ef\:l '{7_:4’ V-2 3g> -k~
Middleware o ETRENAR

i
(ex. RZ/G driver) — _ i IEF>RIEEOFERAAEE
Guideline and evidence it ESICHA I VRATI—HDEF1 VT 1 HEERREXIE

|
Design document |
|

| Evaluation document

Design document

board
(ex. RZ/G reference board)

Evaluation document

Security requirement

Implements for security

+ BRSE(CHIS LIy —)L
+ FMBFBEE (TBD.)

Compliant environment for evaluation

Equipment for evaluation Evaluation evidence
(TBD.)

Application note

.« FRAMT-Z
FHEERIE DR H(C K D 11— B B THRIC G2 R

Implements guideline

e — e ————————

*: Noted that this image is under planning and for only illustrative purposes.
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