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Debugfs entries for fault-injection capabilities
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iInclude <linux/fault-inject.n>

DECLARE_FAULT ATTR(fail_i2c_attr);
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struct fault_attr fail _i2c_attr = {
.probability = 100,
Interval = 1,
times = ATOMIC_INIT(10),
.space = ATOMIC_INIT(0),
.verbose = 2,
task_filter = false,
ratelimit_state = RATELIMIT_STATE_INIT_DISABLED,

.dname = NULL,



should failRE%K

bool should_fail(struct fault_attr *attr, ssize t size)
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If (shoud_fail(&fail _i2c_attr, 1) {
static const int i2¢c_errors[] ={
-ETIMEDOUT,
-ENXIO,
-EBUSY,
I3
ret = i12c_errors[prandom_u32() % ARRAY_SIZE(i2c_errors)];
}

return ret;
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/sys/kernel/debug/fail i2c# 1ls -1

interval

probability

space

task-filter

times

verbose

verbose ratelimit burst

verbose ratelimit interval ms
/sys/kernel/debug/fail i2c# 1s -1 | xargs cat
1

100

0

N

8 « 10ICERE L 7/-timesH2[ElFault-injectionHRELF-CICEDRETNATWLS
2

10

0



Fault-injectionlF X wt—

FAULT INJECTION: forcing a failure.

name fail i2c, interval 1, probability 100, space 0, times 9
CPU: O PID: 1 Comm: swapper/0 Not tainted 4.14.162 #14
Hardware name: ?777

Call trace:

[<ffffOO000808966c>] dump backtrace+0x0/0x390
[<ffffOO0008089al0>] show stack+0x14/0x1c
[<ffffOOO008778054>] dump stack+Oxc0/0x100
[<ffffO000083aef48>] should fail+Ox80/0x184
[<ffffOO00008544a0c>] 12c transfer+0x41lc/0x4e4
[<ffffO00008544b50>] i2c transfer+0x7c/0xb0O
[<ffffO00008544bd8>] i2c transfer buffer flags+0x54/0x7c
[<ffffOO00084c9eec>] regmap i2c write+0x1lc/0x44
[<ffffOO00084c6178>] regmap raw write+0x51c/0x714
[<ffffOO000084c63d8>] regmap bus raw write+0x68/0x74
[<ffffO000084c5158>] regmap write+0xdc/0x150
[<ffffOO00084c6670>] regmap write+0x48/0x70

0-0058: i2c write error ret=-110
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* https://www.static.linuxfound.org/|p_uploads/
seminar20070710/LinuxFaultinjection-2.pdf

* Linux kernel source code
- Documentation/fault-injection/fault-injection.txt
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