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Civil Infrastructure Platform (CIP) &(3?

= CIP Project
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“Open Source Base Layer (OSBL)"” &(&?

« OSBL # i« AMNJUEI—>3Y

OSBLEE. BOETDIA—T>V—-XTO> T MEHATD (FEZNSICEE
B5X23) EEMISEOILINnuUXST A ANJEDI—S3> 00— ERE

additional
packages
(hundreds)
—RBE TR
Linux Distribution®
e > CIP Core packages Base Layer
(tens) «‘Q
'o"
CIP kernel L
(10+ years maintenance, based on LTS kernels) INFRASTRUCTURE
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Development Models

“Upstream First” Project

£

Upstream Project

® The project can share its results with the Upstreams
® The project can fulfill longer time maintenance

Upstream Project

The project can develop their code very quickly
The project faces difficulties to backport Upstream
patches due to conflicts as time goes by
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Open Source Projects (Upstream work) Q KernelCI RT-Linux debian Builds FOUNDRY
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CIPOR—2 il

i App container infrastructure ii App Framework
(mid-term) i (optionally, mid-term) i

: e — h i 3 Build environment Functional safety
Domain Specific communication || S ared.con i9- || Multimedia (e.g. bitbake, dpkg) architecture/strategy,
(e.g. OPCUA) & logging including compliance w/standards

. . . (e.g.NERC CIP, IEC61508)
Middleware/Libraries 4 Test automation
CIP Core Packages

tools security patch

Safe & Secure er . = . management
Monitorin - Securit
management Standardization
. Real-time / collaborative effort with others
2 Real-time support safe virtualization

Device management ) )
L [erme] (update, download) License clearing

Application life-cycle Export Control
1 Super Long Term Supported Kernel (STLS) management Classification
On-device software stack Product development and maintenance
12
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i App container infrastructure i App Framework |
: (mid-term) i (optionally, mid-term) i

Tools Concepts

Build environment Functional safety
(e.g. bitbake, dpkg) architecture/strategy,
i ds

Domain Specific communication || Shared config.

Multimedia

(e.g. OPC UA) & logging indluding compliance w/standare
2 . . (2. NERC CIP, IEC61508)
Middleware/Libraries 4 Test automation
CIP C Pack | Long-termsupport
ore Packages -
9 Tracing & reporting Strategy:

tools
Safe & Secure - ~ .
Menitoring =) Securi
n Update 9 ty Configuration
. Real-time /
E Real-time support I safe virtualization )
Device mar it . .
Linux Kernel (update, download) License clearing

n Super Long Term Supported Kernel (STLS) | Ef;’szifr:;':i::ul

Standardization
collaborative effort with others
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Application life-cycle
management

Technical Steering Committee (TSC)

On-device software stack Product development and maintenance
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2 Real-time 3 CIP Core
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Software
Update WG

SLTS
kernel

v
v
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=l Security 6
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CIP Testing Goals
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CIP Testing Team

il

[[x] (A ]]

Upstream First @

CIP Testing WG

‘ CIVIL
INFRASTRUCTURE
M PLATFORM

II'E!EIIII
docker

lava.ciplatform.org
lab-cip-cybertrust  lab-cip-denx e

lab-cip-mentor  lab-cip-renesas

Integrate

CIVIL
INFRASTRUCTURE
— PLATFORM —

-
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CIP Testing Team il
[}:(EKernelCI] [ LAVA ]

g Build automated

testing systems

Fund to KernelCl Upstream Code
0 @ & Code Reviews

lava.ciplatform.org

. . . lab-cip-cybertrust  lab-cip-denx @
b db b

lab-cip-mentor  lab-cip-renesas

CIP Testing WG

CIVIL Test rc versions
INFRASTRUCTURE

—PLATFORM — before kernel releases

CIVIL
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LAVAZ& (&

= Linaro Automated Validation Architecture

https://ait.lavasoftware.org/lava

LinarolC KD B&HDORMN2010FE(CU D —X =N,
IREGERCHAFEI G TLDS

OSZYNE/IRIEN S (704 LT A MEERITITD
CI (continuous integration) =~ X5/ (D—Ep)

LinarohMERL UT= D =R, A—T >V —XD
RRIRTRA Mr— X =F|FHB]EE

CIPTIl&. |HX MREOBoard at DeskDIF{MN S
LAVAZ X hRtEE U T

Master

Web interface B Database

lava-master

daemon - Scheduler

Worker

LAVA-slave

daemon -+ Dispatcher

Device Under Test

https://docs.lavasoftware.org/lava/index.html
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https://git.lavasoftware.org/lava

Source

CIP Kernel

Build
k8s pod (build) §| k8s pod (build) k8s pod (test) k8s pod (test)

e —
Artifact Storage Built Artifacts LAVA Master
Test

AWS EC2

AWS S3
AWS EC2
on-demand

CIP Reference Hardware

Testing Architecture Overview | |



LAVA Implementation

LAVA Master
Debian 9

(Stretch)

lava-docker?

Amazon AWS

LAVA Worker
Debian 9

(Stretch)

lava-docker?

Renesas Bourne End Office

Ethernet
Switch

USB Hub

Serial Console #4

Remote Power
Switch?

thttps://gitlab.com/cip-project/cip-testing/lava-docker

J i

8 e.g. hihope-rzg2m

Platform

Embedded

Platform
e.g. ek874

Emedded

Platform
e.g. iwg20m-gim
F

EmIE)edded

Platform
e.g. iwg22m

2https://www.lindy.co.uk/networking-c5/ipower-switch-classic-8-power-management-over-ip-p4456/s4598
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https://gitlab.com/cip-project/cip-testing/lava-docker
https://www.lindy.co.uk/networking-c5/ipower-switch-classic-8-power-management-over-ip-p4456/s4598

Testing Architecture Overview

il
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‘ =Nnree

Build
k8s pod (=429 s pnod (build) k8s pod (test) k8s pod (test)
iSEpaN
k= BeH AWS S3
| AR AWS EC2
Test
FZk

kernel
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CIP Reference Boards il

CIP Reference Boards

Platform

AM335x Beaglebone Black

Cyclone V DEO-Nano-SoC Development Kit
QEMU

RZ/G1M iWave Qseven Development Kit
RZ/G2M HopeRun HiHope

SIMATIC IPC227E

OpenBlocks IoT VX2

CIP Reference Board Candidate
Platform
Zynq UltraScale+ MPSoC ZCU102 Evaluation Kit

‘ CIVIL
INFRASTRUCTURE
h W PLATFORM
-

Supported Kernels

Architecture SLTS v4.4 SLTS v4.4-rt SLTS v4.19 SLTS v4.19-rt

Armv7/ Y \& Y \&
Armv7 Y \&
x86_64 Y Y1 Y \&
Armv7 Y Y12 Y Y12
Armv8 Y Y12
x86-64 Y \&
x86-64 Y \&

Supported Kernels

Architecture SLTS v4.4 SLTS v4.4-rt SLTS v4.19 SLTS v4.19-rt
Armv8 Y Y1

! Tested with standard Kernel configuration (non-RT)
2 Tested with Real-Time enabled Kernel configuration

22




Automated Testing

m Currently CIP are running the following tests:
- Boot test
— uname -a
- Spectre/Meltdown checker
- LTP

- Itp-cve-tests, Itp-dio-tests, Itp-fs-tests, Itp-ipc-tests, ltp-math-tests, Itp-open-
posix-tests, Itp-sched-tests, Itp-syscalls-tests and ltp-timers-tests

- Cyclictest+Hackbench

— This test measures event latency in the Linux Kernel, with hackbench running in
the background to stress the system.

= In Development:
- Kselftest

23




LAVA Results

s SECETAMNEEVRREZRDICENTEET
https://lava.ciplatform.org/scheduler/alljobs

¢ LAVA  ftome  ulResutts - 8 Scheduler - #API~  @Hep Instance: default  Sign In

LAVA / Scheduler / Jobs

All Jobs

Home  alResults ~ B Scheduler - 4 APl ~ Hel Sign In
* A P Active Jobs W Queuwed Jobs % Healthcheck Jobs I® Job Errors \P_’ LAVA ﬁ III L] 9 P ¢
Show 25 w enfries Search LAVA / Results / Testjob 17580 / Suite 2_lip-timers-iests
Device type Submitter Submit End T
IDIT  Actions State Device I1 i Description |1 I Time ¥ 11 1 1
. Results for test suite 2_ltp-timers-tests - Test Job 17580
17602 [EJEIE) complete zyngmp- zyngmp- zyngmp-zcu102 healthcheck lava- June09,  Juneo|
zcu102-01  zcul02 health 2:26am. 2:27al
Exports £
17501 [EJEJE) complete qemu-03 gemu qemu x86_64 healthcheck lava- June0g,  Juneo|
health 2:26a.m. 2:27a8 Test suite expor‘t: ar
QUMATIC- haalth 2N2nm 211n
17583 [EJEIE] complete rza7ras- r8aT743- 18a7743-wg20d-q7 healthcheck lava- Junes,  Juned| gro e L entries search | n
wg20d-g7-  iwg20d-q7 health 9:56am.  9:58al|
01 Name It Test Set IT Result IT Measurement |1 Units 11 Logged 12 Bug Links
17552 [EJEIE] complete  zyngmp- zyngmp- zyngmp-zcu102 healthcheck Junegs, fimer creale0? - o pass - - 06/08/2020 12-27 a.m 0]
zcu102-01  zcul02 nealth 1:27am.  127a | -
17551 [EJEIJE] complete qemu-03 gemu gemu x86_64 healthcheck lava- June0s,  June0 Hmer_createts - ¥ pass B - ST T2 @i ©
health T2ram. 1ZRE e create0s — + pass — — 06/08/2020 12:27 a.m. )]
< 17550 [EJEIE] compiete  qemu-01 gemu Piwamatsu-linux-4.4.y-cip- cIP- Juneds,  Juned| i
rc_bzlmage_cip_gemu_defconfig_4.4.222- Testing 1201am 1za7.  IMEr_delsenz - ¥ pass - - LalllRI20Z0N(2=2 70 10
cip45_as5f3949c_x86_cip_gemu_defconfig_ltp-timers-tests i
timer_delete03 — « pass — — 06/08/2020 12:27 a.m. [0]
17572 EJEIE] compiete qemu-04 gemu ci-iwamatsu-linux-4.4.y-cip- cIP- June0s,  Juned| )
rc_bzimage cip_qemu_defconfig 44222 Testing 12:01am. 102a) lmer_setime02 —  pass — — 06/08/2020 12:27 a.m [0]
cipd5_a5f3949c_xB6_cip_gemu_defconfig_ltp-syscalls-tests
timer_settime03 — v pass — — 06/08/2020 12:27 am. [0]
leapsec_timer — + pass — — 06/08/2020 12:27 am. [0]
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https://lava.ciplatform.org/scheduler/alljobs

An Example of Test Definitions

m Boot test (uname -a)
https://lava.ciplatform.org/scheduler/job/20696/definition

# ACTION_BLOCK

- # TEST BLOCK
actions: -

- test:
- deploy: £ £
timeout: 1mgou :
minutes: 2 minutes: 5
to: tftp definitions:
kernel: - repository:
url: https://s3-us-west-2.amazonaws.com/ = /Image metadata:
type: image format: Lava-Test Test Definition 1.0
ramdisk: o ] name: kernel-version-basic
url: https://sB—us—west—Z.amazonaws.com/ /initramfs_64.cpio.gz description: "check kernel version"
compression: gz P
dtb: )
url: https://s3-us-west-2.amazonaws.com/  /r8a774al- -ex.dtb o€
0S: oe scope:
- functional
#BOOT_BLOCK run:
- boot: steps:
timgout: - lava-test-case uname --shell uname -a
minutes: 5 from: inline

method: u-boot
commands: ramdisk
prompts:
- 'linaro-test’
- 'root@debian:~#'
e

name: kernel-version-inline
path: inline/kernel-version-:basic.yaml

25



https://lava.ciplatform.org/scheduler/job/20696/definition

An Example of Test Definitions

m Boot test (uname -a)
https://lava.ciplatform.org/scheduler/job/20696

<LAVA_SIGNAL_STARTRUN ©_kernel-version-inline 20696_1.4.2.4.1>

+ lava-test-case uname --shell uname -a

Received signal: <STARTRUN> ©@_kernel-version-inline 20696_1.4.2.4.1

Starting test lava.®_kernel-version-inline (20696 _1.4.2.4.1)

Skipping test definition patterns.

<LAVA_SIGNAL_STARTTC uname>

Linux 192.168.1.95 4.19.124-cip27-armé4-renesas #1 SMP PREEMPT Sat May 23 23:11:31 UTC 2020 aarch64 GNU/Linux
<LAVA_SIGNAL_ENDTC uname>

<LAVA_SIGNAL_TESTCASE TEST_CASE_ID=uname RESULT=pass>

+ set +x

Received signal: <STARTTC> uname

Received signal: <ENDTC> uname

Received signal: <TESTCASE> TEST_CASE_ID=uname RESULT=pass
case: uname

case_id: 686995

definition: @ kernel-version-inline

result: pass

<LAVA_SIGNAL_ENDRUN @_kernel-version-inline 20696_1.4.2.4.1>
<LAVA_TEST_RUNNER EXIT>

Received signal: <ENDRUN> @_kernel-version-inline 20696_1.4.2.4.1

Ending use of test pattern.

Ending test lava.@_kernel-version-inline (2€696_1.4.2.4.1), duration @.83
case: ©_kernel-version-inline

case_id: 686996

26



https://lava.ciplatform.org/scheduler/job/20696

Collaboration with KernelClI

= Linux Foundation project& 7o 7zKernelCI&EE 1S /RFHIA
https://foundation.kernelci.org/

= KernelCIDA/R>H— : Baylibre, CIP, Collabra, Foundries.io,
Google, Microsoft, Redhat

s LTPZRY)DI(C, KerneICIb\*j/‘I‘\ NI B3 ANZHEERHIDIZET
7 A NEEBEIL A & o B

s EF(C10L DT \4’7\/94’7‘6\ KernelCINSBEECIPOT X hSRIC
FA NS T ZISADIEE

2(2 KernelCl

27



https://foundation.kernelci.org/

Finish test support for all reference platforms

Improve Kernel test results front end
* Setup and configure kernelci.ciplatform.org (or perhaps cip.kernelci.org?)
 Integrate CIP’s GitLab based Kernel builds with KernelCI's backend
* Automatic test regression detection

Test case expansion

 LTP for all reference boards

*  kSelftest
Add ‘small instance’ support to gitlab-cloud-ci for test jobs
Speed up build times / test times
Add monitoring for the various CI components (LAVA master, LAVA workers etc.)
Add support for the next SLTS Kernel
Add support for the next CIP Core versions

28

Plans
Use cip-core-tiny and cip-core-generic for all Kernel testing
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CIP Core& (I

s 1Y -EDOVYI DT 7 EY—ILICTA—HNAUIEEE
“CIP Core packages” ZTEHL. RHAA > FTF 2 X ZE
“CIP Core packages” MU J7 L > XAE&xE=IRH
CIPOU D7 L > R)\— RO 77 TR M=EN

additional packages :
hundreds
—eon ( ) :
Linux Distribution CIP Core packages
DAI=T (4= Base Layer
CIP kernel
(10+ years maintenance, based on LTS kernels)

30




CIPICLBBRHIA>TF O ADESDS il

Applications .
Additional h
packages _
: (hundreds) E From Fro.n1 H Work with
B ann i na s nan s Debian Debian | . > Debian
CIP Core (3 years) (+2L';;rs) From community
packages Debian ELTS :
(tens) | (+x yearS) : )
CIP Kernel CIP support (10years + more)
f \
: Depend on SOC vendors \i.
rivers e s e,
' . >

5 years 10+ years Support Term
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CIP Core: Implementation il

m 2D@Profile : Binary Source
Debian packages | packages

I T

Binary packages Source packages Funding & Contribution

Build tool ISAR Deby (meta-debian)
Build tools

. - ISAR
m Debian/®X—_X

Deby
Debian 8 Debian 9 Debian 10
(jessie) (stretch) (buster)

kernel 4 4 Tiny Generic

Metadata

Contribution

4 ™ -
: Generic Generic
kernel 4.19 NI Generic & Tiny e o ¢ profile
dab 4 &
CIP Core WG Tiny
Implement orofile

J
¢ CIVIL CIP Core

INFRASTRUCTURE
— PLATFORM —

"
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Deby (meta-debian) &(&

________________________________________________________________________

m Yocto Project extension Source|
DebiandY — X — k7% codes Upstream Debian etc |
Yocto Project @ Build system™
WSrEHDL A7 —

https://qgithub.com/meta-

debian/meta-debian meta-debian

m CIP Core Tiny Profile C{EH

meta-xxx meta-
poky + meta-debian M »
HHHranETEILR |
poky meta pkgA.bb .conf .bbclass bitbake
https://qgitlab.com/cip-project/cip-
core/deby

Target poky branch:
warrior (Yocto Project 2.7) - Bootable images

7/

33



https://github.com/meta-debian/meta-debian
https://gitlab.com/cip-project/cip-core/deby

CIP Core Package List

m Initial package list for Debian 10 (Buster)
* https://qitlab.com/cip-project/cip-core/cip-pkglist/-/blob/master/pkglist buster.yml
— Debian®@minimum base system#8% (debootstrap --variant=minbase) M58/ \w o —ZHVEEREH
— 1EC-62443-4-2 OERZIWIZITIEHODTEE12/\Ww o —ERIAAS T AWK E U TCEINIEN B RIAH
aide, chrony, fail2ban, nftables, openssh, openssl, pam-pkcs11, sudo, syslog-ng, tpm2-abrmd,
tpm2-tools, tpm2-tss

m Package Decision Process (PDP)
e https://qgitlab.com/cip-project/cip-core/cip-pkglist/-/blob/master/doc/pdp.md
- CIP member company (D#) MhERFHRE EEB(C propose
— BN, /\wAo—=4% (source, binary), Xtit 9 B Debian version, #kFE{E®R U X, BEDCVEE, ... &
- KEFREFEEZERET D, BRE (ymiER) ERANILI—XTUT k&b
- LEI1—HAf#E. 50%U DL E27—DEEZIS T TSC (CKDAEER
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https://gitlab.com/cip-project/cip-core/cip-pkglist/-/blob/master/pkglist_buster.yml
https://gitlab.com/cip-project/cip-core/cip-pkglist/-/blob/master/doc/pdp.md

Plans

Test CIP Core (isar-cip-core and deby) on LAVA
Security tests
Other tests

Merge security layer into CIP Core (isar-cip-core and deby)

Future topics:
SDK
Reproducible builds

35
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= Jal.)

s CIPOZ T &
. Linux kernel/Zl3 (372 <. CIP Core package& U CA—HY—B6
BRICA>FTFHF X (104Fi8)
- B—=RIVEELI—YT-EZzEsghtE. UIJPLRAN—RDIITFPLT
BEI5> X FDETE T

-

. COHBICHEREZED L — ROSBLZIH
. Open Source CiE#E L., JFTEEOHBEREEZHI U THR
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EkZIFiEnizs

s 2IE>TCTHTLIZE0N

CIP web site:

— CIP project portal: https://www.cip-project.org
CIP source code

— CIP GitLab: https://gitlab.com/cip-project

— CIP kernel: git://git.kernel.org/pub/scm/linux/kernel/git/cip/linux-cip.git
CIP LAVA Lab

— IRTEdDScheduler Status: https://lava.ciplatform.org/scheduler/

— CIPOLAVAIRIR: https://gitlab.com/cip-project/cip-testing/lava-docker
CIP Core

— Package list: https://qgitlab.com/cip-project/cip-core/cip-pkglist

s EDOEEE  CIPICHMAUEFREAN? !
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https://www.cip-project.org/
https://gitlab.com/cip-project
git://git.kernel.org/pub/scm/linux/kernel/git/cip/linux-cip.git
https://lava.ciplatform.org/scheduler/
https://gitlab.com/cip-project/cip-testing/lava-docker
https://gitlab.com/cip-project/cip-core/cip-pkglist

Events

m CIP Mini Summit @ Open Source Summit North America 2020

- July 2, 2020 Virtual Experience
— State of Civil Infrastructure Platform
— CIP Kernel Team Activities towards Super Long Term Support
— Status update for testing within CIP
— CIP Security towards achieving industrial grade security

m CIP Mini Summit @ Open Source Summit Europe 2019

«  October 31, 2019 Lyon Convention Centre
— State of Civil Infrastructure Platform

— CIP SLTS kernel development
(e.g. Patch management for collaboration with stable kernel team)

— Security in industrial systems and its future
— Safe software update for industrial IoT devices
— Use cases of CIP open source base layer

{FEEPPRAS1 REHDZET: https://wiki.linuxfoundation.org/civilinfrastructureplatform/cipconferences
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https://wiki.linuxfoundation.org/civilinfrastructureplatform/cipconferences

References

CIP Blog: https://www.cip-project.org/blog

CIP news: https://www.cip-project.org/news/in-the-news

CIP wiki: https://wiki.linuxfoundation.org/civilinfrastructureplatform/

CIP Testing overview:
https://wiki.linuxfoundation.org/civilinfrastructureplatform/ciptesting/centalisedtesting/cioverview

Twitter: @cip_project
CIP Mailing list: cip-dev@lists.cip-project.org
LinarolC &35 X MEE: https://qgithub.com/Linaro/test-definitions/tree/master/automated/linux

WEKESEIFTIEVLCIPARS:
https://monoist.atmarkit.co.jp/mn/articles/1909/24/news015.html

1BZEDEmMbedded Linux Cross Forum CO#BEERIBEIESIEEUN,
https://www.nds-osk.co.jp/forum/onlcf7.html
https://www.nds-osk.co.jp/forum/onlcf8.html
https://www.nds-osk.co.jp/forum/onlcf9.html
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https://www.cip-project.org/blog
https://www.cip-project.org/news/in-the-news
https://wiki.linuxfoundation.org/civilinfrastructureplatform/
https://wiki.linuxfoundation.org/civilinfrastructureplatform/ciptesting/centalisedtesting/cioverview
https://github.com/Linaro/test-definitions/tree/master/automated/linux
https://monoist.atmarkit.co.jp/mn/articles/1909/24/news015.html
https://www.nds-osk.co.jp/forum/onlcf7.html
https://www.nds-osk.co.jp/forum/onlcf8.html
https://www.nds-osk.co.jp/forum/onlcf9.html

Questions?



Thank you!




