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Part C. .\ﬂﬂﬁﬁnﬁons to the threats outside of vehicles

Part B. Mitigations to the threats intended fc \
AN\DOEBREER

Part A. Vulnerability or attack method ZaReE UEERER

ERiICH T DhessE & IMEFS 1. Mitigations for "Vehicle communication channels ! Mitigations for "Back-end servers”
L3 High level descriptions of threats and relatiy Mitigations to the threats which are related to "Ve Minigations o the threats which are retated to “Back-end servers” are listed m Table
in Table Al listed in Table B1. cl
Table BI Atk hreats which are related to “Back-end servers™
Table Al Mitigation to the threats which are related to ""Vehicl tigations to (he threats which are re! o A Servers
Lt of vidnerabiliey or attack method vedared to ty
] T N TeNe AL Thrvaets o "Backand servens” F = Minganen
BN doved it snddeved dwscrpeionss &f wilverabiin trear f;z::; Threats to "Vehicle communication channels Ref reference
4,31 Threats " Back-end servers used as a 1 11&31 | Abuse of prvileges by staff (insider M1 | Secursty Controls are applied to back-end systems o
regarding hack-end means 10 atmack a velicleor  — | 41 Spoofing of messages (e.g. 802.11p MI10 | The attack) muinumise the risk of msider attack
zy}w\:n:lalw 10 exnct data 1.2 V2X during platoo_nmg, GNS$ inte Z249v JIDIEFER NYITY RIZAFLAANDEET _
licles i the Held J— messages, etc.) by impersonation = ~ o [ — = _ .
- BEEDPT—IA\D . Son B [12&33 | (PMEBICKBHE) M2 | U oEma
iﬁ(‘- K¥(:ﬂ—}\—’£ 4142 "Jt_/a)d\‘og-ib M1l | mec SETVEr (CRAICT FoF exampie Uy 1568 ACCESS. T PoT SCTWITY
Bh3 o ] (802.11p. V2X. GNSS%F) stor backdoor, tnpatched system Coumtrols can be found in OWASP
H—)(— ( the road) Sec software vulnerabihties, SQL attacks
BhEERL — - or other means)
12 Services from back-eod verver |21 [ 31 Communication channels permit code MI10 | The
bemig disnupred, atfecting e injection into vehicle held data/code, for inte |13 & 34 | Unavthonsed physical access fo the MBS | Through system desagn and access controd it should
operation of  Vebacle example tampered software binary M6 | Sys server (condncted by for example 0ot be possible for vaanthonised personnel 10 access
P = = - might be injected into the min USB sticks or other media connecting personal or system critical data
13 v am\.h relsted data heid on il communication stream 10 the server)
Dack-exx] servers Deisg loes of -
coumproniised (“data breach™) |52 [ 59 Communication channels permit M7 | Acc |21 Amack on back-end server s10ps it M3 | Secursty Controls are applied to back-end systems
manipulation of vehicle held data/code app functiomng for example 1t prevents o Where back-end servers are critical %o the provision
|| from teracting with velucles and of services these are recovery measures m case of
13153 Communication channels permit providing services they rely on system outage Example Secunty Coutrols can be
overwrite of vehicle held data/code found in OWASP
54 Communication channels permit erasure 32 Loss of information in the clovd M4 | Secursty Controls are applied to nummise risks
— of vehicle held data/code Seasitive data may be lost due to associated with clowd computing. Example Secusty
401211 attacks or accidents when data s Comtrols can be found in OWASP and NCSC cloud
stored by therd-pasty cloud service compuning gudance
55 Communication channels permit providers E -
3¢ introduction of data/code to vehicle
! systems (write data code) is Ink breach by Sed M5 | Secumty Controls are applied 1o back-end systems fo
shanng of data (e g admun esTors, prevent data breaches Example Security Controls
4.3.2 Thaeats w0 4 Spoofing of wessages or data (41| | 6.1 Accepting information from an M10 | The storing data i servers in garages) can be found m OWASP
#1 : ECE-TRANS-WP29-2020-079-Revised.pdf
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BIRADWP29 Annex5OARSEEZE X, Connected CarlCH T DBz 29FEH

Spoofing V2X messages being broadcast to the

ecosystem -
SATAICEREENBIRDTELAYE—S

Passively sniffing V2X messages being broadcast to the
ecosystem

SATANREESNBIV2XAYE—-S DFESR

Sending incorrect or improper commands to back-end
ITSs

AEFRBFEDRITY RENYITRITSICRE

Sending MitM communications and false data to back-
end ITSs _

BOF—5E NI RITSIORE

Sniffing network traffic between a connected car and
back-end ITSs

Remotely transmitting and installing malicious
firmware and/or apps

Electronically jamming wireless transmissions to
disrupt operations

Performing an MitM attack with wireless transmission
to intercept and modify car data

Exploiting vulnerabilities in software, hardware,
operating systems, and protocols

Using RF modules to access the head unit via complex
exploit chains

Remotely hijacking vehicles via compromised CAN bus
CAN#ZHTORIEFZ I ALERDFE-OHD

Dumping firmware to recover credentials and
configurations

Installing malicious third-party apps in a connected
car’s infotainment system

Deleting local files in a compromised connected car’s
file system

Installing @ malicious app on a connected mobile phone

Electronically jamming a connected car’s safety
systems, such as radar and lidar

Attacking the camera system’s image processing with
specially crafted visuals

Installing malware or spyware in a connected car

Identifying and abusing device misconfigurations

Discovering and abusing vulnerable remote systems
using Shodan, a search engine for internet connected
Devices58
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Conducting social engineering attacks such as creating
fake RDS-TMC messages, phishing, and map poisoning
BRDS-TMCAYE—T T4V I YT RAA=2IED

Leuben o distibisiisdgnial-of-service (DDoS) attacks

using a compromised ITS infrastructure

Launching DDoS attacks on an ITS infrastructure so
that it fails to respond to requests

Credential brute-forcing and abusing weak
authentication methods

Injecting malicious scripts via malvertising

Performing traditional attacks such as SQL (Structured
Query Language) injection,59 cross-site scripting
(XSS),60 session hijacking,61 and DNS (Domain Name
System) spoofing62

Pivoting a connected car as a trusted entry point to the
V2X network

Compromising a third-party software supply chain to
push malicious updates

Scanning the V2X network from a connected car to
discover topology and nodes
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Performing trxcitional attacks such

6 SOL (Structured Quary Languags)
Injection, cross-site scripting (XSS),
session Mjacking, and DNS [Domain

Ml\qacormchac:nsnm
entry point to the V2X netaork

i | The connected car & a trsted sndpownt

1hat could De abused 1o get into the TS

- | mfrastructure

Compromising & third-party software
supply chan to push malicious

| This targets third-party spps instased

n tha haad unit or arm running on 1op of

THiS 15 an extension of PRssve SCarmNg
The goal here is to discover TS
mimstructure topology.

Licar 1= a detection System based on the
prnciple of radar. but uses kght from a
-

2G, 3G, UTE, 4G, 50, Wi 802.11p),
RDS-TMC, or cetiutr-satediite connectivity
5 [ammed

connected car and back-end ITSs

This technigus coukl be used to find
axposed TS nivastructures that coukd
then be campromised

The goal is 10 overwhelm the connected
car with excess data from the ITS
mfrastructure

Prurforming an MITM stiack with 1
Rurudyumimgmdrmlng 3111 1 wireless transrpssion 10 infercapt and
— I 1T
NI OEEDS 7T VRIS A SR e e 3 E
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compromisad CAN bus Instafing a malcious app on a 3
connectad mobia phone
Defoting local thes in a compromised 1111 1
connected cars Ml system Exp g atalities n 1
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connecied cr ANACKIng the cammera system's Image 2
processing with specisly crafted
Spooting V2X messages being 2|22 2 visuals
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A7 ACRIEANBRDTEL AV =3 racogrns i
Passively snifing V2X messages beng | 1 | 3 | 2 3
broadcast to the scosystem ing social 2
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ZATANEIEENS "\ = VYZX’Ut' ;@1{5% < attacks such s creating fake ROS-
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Sanding MItM communications and 3|12 2 .
false data 1o dack-end ITSs o .
= T3 2 3 mpcwwn:cmwmm 2

nfrastructure so that It 1als 10 respond
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