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DDR3 Cortex-A7 Cortex-M4
DDR3L -
LPDDR2
LPDDR3
SLC NAND — n _ ry—
SPI NAND AR 73 aO4F Cortex-A& Cortex-M T
NOR Quad-SPI i . « e o XIS ILDERRE

uad- USB AY1EEREF CAN FD 16bit AD://:—’;‘! 2 wE L AVEBE
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STM32MP1 R—k241) 7
485

@ STM32 MP151D MP151F STM32 MP153D MP153F STM32 MP157D MP157F
MPU 1520 + 260 DMIPS - 3040 + 260 DMIPS - 3040 + 260 DMIPS
800 MHz Cortex-A7 - 800 MHz 2x Cortex A7 - 800 MHz 2x Cortex-A7
@ 800 MHz 209 MHz Cortex-M4 - 209 MHz Cortex-M4 - 209 MHz Cortex -M4
CANFD CAN FD - 3D GPU - DSI
1235 + 260 DMIPS - 2470 + 260 DMIPS 2470 + 260 DMIPS
650 MHz Cortex-A7 - 650 MHz 2x Cortex-A7 - 650 MHz 2x Cortex-A7
209 MHz Cortex-M4 - 209 MHz Cortex-M4 - 209 MHz Cortex-M4
CANFD CAN FD - 3D GPU - DS

TFBGA257 10x10mm p0.5 (4 layers PTH PCB -fx/I\/\y &r— < 7 21 7 JLCortex-A GP MPU
TFBGA361 12x12mm p0.5 (4 layers PTH + Laser via PCB)

LFBGA354 16x16mm p0.8 (4 layers PTH PCB)

LFBGA448 18x18mm p0.8 (6 layers PTH PCB)

/ /
Arm® Cortex® core Cortex-A7 + Cortex-M4 T 27 JLCortex-A7 + Cortex-M4
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STM32TrustedPackageCreator

Ll

; ST:: o Padwi:ictreator Options Help ‘,I_ o:menle: : f; *% ﬁE
c EEIEAA—DER

SF1 SFIx sSSP 'WB SIGN SMI HSM
S :n, e | >
Y — n — A -
Password:  RMA Uniock RIMA Relock ST e— =)74 = A
Secrets file o=
File name Type Size

|C:,.'55P,fsee‘elsf148bytes_secrem.bin ‘ m
148bytes secret... Binary 1488
Encryption key file

|C:fSSPfaes_key,|key‘bln ‘ m

OEM public key file

(s roepier oo [ o |

Nonce file

|C:fSSPfaes_keyﬁv.bm ‘ m

Qutput SSP file

= [ s ier |
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STM32TrustedPackageCreator

- {55 STM32 Trusted Package Creator - O X _ . jJ - > E Ab E E
File Edit Options Help m — Z ? I\ I\ @ I:I H b I

: i@@i&{:%%}f&i

SFL SFIx ssp WB SIGN SMI HSM
HSM card index HSM information ° 7 4 ﬂ ﬁ v / 9 E
= =
_ Max counter 13
Firmware identifier HSM status OPERATIONAL STATE
|ssP_meu| Version 2k
Type S5P =

Encryption kev file

Clea fresh
e

Nonce file

|C:,n’sspfn0nce.bin m

Personalization data file

fckages/5000300A_SSF._01000000_00000000.enc.bin [0 a0

Maximum counter

o =
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STM32CubeProgrammer
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« SPI. UART. USB##HLT.
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STM32CubeProgrammer

Get Ce

nequest'Tg Chim e Gte . SS P ( - Faa E-d— é -+ fd: 1;% -ﬁlé

requesting license for the current

Init Communication ...

e AXKRSA - E—KTCEHTE,
BEELAOT LY

current

i » STM32MP1D T B A L-TAG I3 -

; conmunication with H.'SH._.. - }:E I) A*M‘I:z;\l"ﬁ $&® %%ﬁﬁ

~ Firmware fr

Starting Firmware Install operation...

Writing blob
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STM32HSM-V1 « STM32 Trusted Package Creator
Secure programming for STM32 “J_)l/-t‘:éﬁiﬂﬁg
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