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In the first two months of 2021 we are adding 2-3 new projects per week:
amongst the most important shared technology on earth (and mars).
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We continue to scale our communities on every level by automating processes,
creating innovative developer tools, and focusing on community value.
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We continue to scale our communities on every level by automating processes,
creating innovative developer tools, and focusing on community value.
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Scanned Open Recommended Vulnerabilities CLA Community
Repositories Fixed Contributors Meetings

Vulnerabilities Fixes
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Administration  Pricriies COVID-19  Briefing Room  Espaiol  ewy

THE WH

Executive Order on Improving the
Nation’s Cybersecurity

MAY 12, 2021 + PRESIDENTIAL ACTIONS

By the authority vested in me as President by the Constitution and the laws
of the United States of America, it is hereby ordered as follows:

Section 1. Policy.

'he United States faces persistent and increasingly

malicious cyber campaigns that threaten the public sector, the

private sector, and ultimately the American people’s security and privacy.

‘The Federal Government must improve its efforts to identify, deter, protect
against, detect, and respond to these actions and actors. The Federal
Government must also carefully examine what occurred during a

cyber incident and apply lessons learned. But cybersecuri
than government action. Protecting our Nation from malicious cyber actors
The

private sector must adapt to the continuously changing threat environment,

requires the Federal Government to partner with the private sector

ensure its products are built and operate securely, and partner with the

https://www.whitehouse.gov/briefing- room/presidential-actions/2021/05/12/executive-order
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How LF communities enable
security measures required by the 1S 31 =7 (R OXRIR(E DI Y 2
US Executive Order on m Open Source Security Foundation
Cybersecurity (OpenSSF)
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How LF communities enable security
measures required by the US

1 oo oy DA Wik m SPDX

m SBOM (SW Bill of Material)
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Our communities take security seriously and have been instrumental in creating the tools J

and standards that every organization needs to comply with the recent US Executive Order

https://www.linuxfoundation.org/blog/how-1f-communities-enable-security-measures-required-
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CVE Details Search

= 7 5 m View CVE
The ultimate security vulnerability datasource —

Logn Register Vulnerability Feeds & WidgetsNew RIS

Switeh to hitps://

e CVSS Score Distribution For Top 50 Products By Total Number Of "Distinct" Vulnerabilities
Browse :
B, #0Of Vulnerabilities Weighted % Of Total
Vendors Product Name Vendor Name Total
Products Vulnerabilities 01 12 23 34 45 56 67 7.8 8.9 9+ AVeraU€ 0.11.72.33.445 56 67 7889 9+
By Date 1 Deblan Linux | Debian 5078 126 1427 | 1055 18/ o]
Vulnerabilities By Type 2 Android Goagle 3651 40| 13| 361 20[ 1]
Reports : 3| Ubuntu Linux | Canonical 2984 92| 889| 522 25
CVSS Score Report 4|Macosx | Apple 2750 24| 292 336 15
AT 5| Linux Kemel | Linux 2668 67 856| 149 27
Search :
6|iphone s | Apple 2300 19| a38| 226 9
Vendor Search
7| Windows 10 | Microsoft 2260 32| 6| 15 24
Product Search
s 8| Chrome Goagle 2161 622 221 19
Vulnerahilly Search o | MDIOS | yyroson 2021 32| 54| 78 22| 0|
Server 2016
By_Microsoft References
Top50: Windows
P 50 : 10 Microsoft 1973 15| 396| 69 27 i
Vendars | |Senecaong |
aridlor s Saarsa 11| Eedora Eedoraproject 1959 46| 550 465
Products 12 | Eiretox Mozila 1016 4 408 340
13 |Windows 7 | Microsoft 1854 12| so7| 53
Windows
14 Microsoft 1728 19| 39| 77
Server 2012

https://www.cvedetails.com/top-50-product-cvssscore-distribution.php
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Linux kernel bug-fix research @UMN

m UMN=University of Minesota
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CEEBHIC, | ERYAARFCH U T MLinudh—RILBEAOSHOLIL] | DFEOHRZEENMTONFE L.
Linux bans Uni y of Mi for ding buggy patches in the name of research [Update] - Neowin
https://www.neowin.net/news/li b i ity-of-mi f ding-buggy-patches-in-th f. h/

https://gigazine.net/news/20210422-linux-ban-university/
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Kangjie Lu @ UMN

Kangjie Lu

Research  Publication

Advising

senee M

Kangjie Lu
Assistant Professor Q

Department of Computer Science & Engineering
University of Minnesota

office:

Email: Kjlu@umn.edu

r
=
R —— ‘/Wl

Google scholar | GitHub

1:am an assistant professor in the Computer Science & Engineering Department of the University of Minnesota--Twin Ciies. | research and teach
systems security. My primary research lies at the intersection of security, operating systems, program analysis, and complilers. My research also
occasionally involves machine leaming and computer architecture. | eamed my Ph.D. in Computer Science from Georgia Tech in 2017.

I'm looking for Ph.D. students, a postdoc, and visiting students. If you are interested in systems and security, please feel free to
contact me! See details

The "hypocrite commits" work

On the Feasibility of Stealthily Introducing Vulnerabilities in Open-Source Software via Hypocrite Commits

1121/2020:
12/15/2020:
0412172021
047242021
04/26/2021
0472712021
04/27/2021

Paper accepted
Clarifications

The Linux incident happened due to superfiuous patches from Aditya Pakki for a new bug-finding project

Open letter to Linux

Paper withdrawn

Full disclosure of case study

Department response to the Linux Foundation: The three hypocrite patches never were intended to be added to code, and,

in fact, were not added.

05/05/2021

‘The Linux Technical Advisory Board report: No malicious or bad-faith code found in the re-reviewed UMN patches.

https://www-users.cs.umn.edu/~kjlu/
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Qiushi Wu
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Qiushi Wu

Ph.D. student in the Department of Computer Science & Engineering, at the University of Minnesota (Twin Cities)
Email: wu000273 at umn.edu
Office: 5-248 Keller Hall, 200 Union St SE Minneapolis, MN 55455

1 am a Ph.D. student in the Computer Science & Engineering Department at the University of Minnesota, advised by professor Kangjie Lu. |
received my undergraduate BA. in the Information Science & Engineering Department of the University of Science and Technology of
China in 2018, My primary research interest is applications of program analysis techniques on operating systems such as the Linux kernel
Google scholar | CV

Research

My research aims to protect widely used systems programs such as operating systems (OS) kernels with billions of users from security and
reliability issues. Specificaly, my research includes: (1) developing fundamental techniques that enable precise and scalable program
analysis and (2) studying and detecting critical security bugs in foundational programs. In the past two years, | have designed and
implemented several automated analysis tools, which scale precise symbolic execution to OS kernels with 27 million lines of code and
detected hundreds of security bugs in multiple widely used systems such as the Linux kerel and the OpenSSL library; these works have
been published at prestigious conferences including IEEE S&P, USENIX Security, NDSS, ESORICS, and etc. My works are impactful. On the
one hand, the precise and scalable symbolic execution serves as a foundational technology that could benefit a variety of areas such as
software engineering, systems, and compilers. On the other hand, my works are able to find a large number of ritical security bugs in
widely used programs with billions of users, thus can improve the security of computer systems, protect the integrity of user data and the
privacy of users.

Publications
2021

« On the Feasibility of Stealthily Introducing Vulnerabiliies in Open-Source Software via Hypocrite Commits [PDF] (FAQ) [Withdrawal
e-study disclosure] [Open letter to Linux]
Qiushi Wu, and Kangjie Lu.

https://qiushiwu.github.io/
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2020-08-04: "Hypocrite Commits 1/5”

LKML Archive on lore.kernel.org
‘ search ‘ help / color / Atom feed

From: James Bond <jameslouisebond@gmail.com>
To: jameslouisebond@gmail.com
Cc: "Gustavo A. R. Silva" <gustavogembeddedor.com>,
Greg Kroah-Hartman <gregkh@suse.de>,
Mike Waychison <mikew@google.com>,
Linux-kernel@vger.kernel.org
Subject: [PATCH] firmware: dmi-sysfs: Add clean-up operations to fix refcount leak
Date: Tue, 4 Aug 2020 13:36:49 -0500
Message-ID: <20200804183650.4024-1- james louisebond@gmai L. com> (raw)

According to the documentation of function kobject_init_and_add(),
when this function returns an error, kobject_put() must be called
to properly clean up the memory associated with the object.

Fixes: 925a1da7477f ("firmware: Break out system_event_log in dmi-sysfs")
Signed-off-by: James Bond <jameslouisebond@gmai L.com>

drivers/firmware/dmi-sysfs.c | 4 +++-
1 file changed, 3 insertions(+), 1 deletion(-)

https://lore.kernel.org/lkml/20200804183650.4024-1- jameslouisebond@gmail.com/
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2020-08-20: "Hypocrite Commits 3/5"

LKML Archive on lore.kernel.org
Isearch help / color / Atom feed

From: George Acosta <acostag.ubuntu@gmail.com>
To: acostag.ubuntu@gmai l.com
Cc: Herbert Xu <herbert@gondor.apana.org.au>,
"David S. Miller" <davem@davemloft.net>,
Christophe JAILLET <christophe.jailletewanadoo.fr>,
"Gustavo A. R. Silva" <gustavogembeddedor.com>,
Phani Kiran Hemadri <phemadri@marvell.com>,
Linux-crypto@vger .kernel.org, Linux-kernel@vger.kernel.org
Subject: [PATCH] crypto: cavium/nitrox: add an error message to explain the failure of pci request mem regions
Date: Thu, 20 Aug 2020 22:12:08 -0500
Message-ID: <20200821031209.21279-1-acostag.ubuntu@gmai L.com> (raw)

Provide an error message for users when pci_request_mem_regions failed.

Signed-off-by: George Acosta <acostag.ubuntu@gmail.com>

drivers/crypto/cavium/nitrox/nitrox main.c | 1 +

1 file changed, 1 insertion(+)

https://lore.kernel.org/lkml/20200821031209.21279-1-acostag.ubuntu@gmail.com/
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2020-08-27: Linux kernel EE2I 2 =7 1 ~OLFHEM

Date Thu, 27 Aug 2020 20:27:30 +0200
From Greg Kroah-Hartman <>
Subject Re: Some questions about the patching process

On Thu, Aug 27, 2020 at 12:34:57PM -0500, Qiushi Wu wrote:
> Dear Linux maintainers:

>

> I'm Qiushi Wu, a Ph.D. student from the secure and reliable systems

> research group at the University of Minnesota. Our group strives to improve

> the security and reliability of the Linux kernel and has contributed quite

> a number of patches. We appreciate the openness of the Linux community, but

> would also Like to discuss some questions about the patching process. It

> would be great if you could let us know your thoughts.

>

> We recently found that minor patches such as one fixing a memory Leak ma
introduce more critical security bugs like double free. Sometimes the

> maintainers can capture the introduced security bugs, sometimes not. This

> is understandable because the introduced bugs can be subtle and hard to

> catch due to the complexity. We are more concerned when “bad” submitters

> intentionally and stealthily introduce such security bugs via seemingly

> good patches, as they indeed have a chance to get the actually bad patches

> accepted. This is not impossible because people have incentives---to plant

> a vulnerability in a targeted driver, to get bounty rewards, etc.

https://lkml.org/1kml/2020/8/27/1197
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2020-08-27: Linux kernel EE2I 2 =7 1 ~OLFHEM

> Based on our patching experience, we observe several things related to the
risks.

v

>
1. Linux allows anyone to submit a patch because it is an open community.

2. Maintainers tend to not accept preventive patches, i.e., a patch for a
bug that is not really there yet, but it can be Likely formed in the
> future.

>
>
>
>

How can you create a patch to prevent a bug that is not present?

But no, this is not true, look at all of the kernel hardening features
added to the kernel over the past 5+ years. Those are specifically to
help handle the problem when there are bugs in the kernel, so that "bad
things” do not happen when they occur.

> 3. The patch review is mainly manual. so sometimes the introduced security 1
> bugs could be missed.

We are human, no development process can prevent this.

> e would Like to know how the Linux maintainers think about these risks.

I think 2. is wrong, so it's not a risk.

. e

And of course, 3., humans, well, what can you do about them? :)

2WT (HBEXR)
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2020-08-27: Linux kernel EFEII 2 =7 1 ~OLFHER”

> We

> would Like to know if maintainers have some methods and tools (such as

> Smatch, Syzbot?) to mitigate these potential issues. We are happy to

> discuss these issues and hope our observations could raise some awareness
> of them.

How do you "raise awareness” among a developer community that is 4000
people each year (1000 are new each year), consisting of 450+ different
companies?

And yes, we have lots of tools, and run them all the time on all of our
public trees constantly. And they fix things before they get merged and
sent out to the rest of the world.

So what specific things are you wanting to discuss here?

thanks,

greg k-h
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2020-11-21: IEEE Symposium on Security and Privacy H*iw3##iR

On the Feasibility of Stealthily Introducing
Vulnerabilities in Open-Source Software via MAY 24-27, 2021

Hypocrite Commits 42nd IEEE Symposium on
Security and Privacy

Sponsored by the IEEE Computer S
Pr in cooperation with the In:
Res

Vo aad

‘ © Registration and Access

Accepted Papers

A Decentralized and Encrypted National Gun Registry
Seny Kamara (Brown University), Tarik Moataz (Aroki Systems), Andrew Park (Brown University), Lucy Qin (Brown University)

AFirst Lok at Zoombombing
Chen Ling (Boston University), Utkucan Baler (Binghamton Uriversiy), Jeremy Blackburn (Binghamton University), Gianluca Sringhini (Boston Universit)

A Novel Dynamic Analysis Infrastructure to Instrument Untrusted Execution Flow Across User-Kernel Spaces
Jiadi Hong (Singapore Management University), Xuhua Ding (Singapore Management University)

A Secure and Formally Verified Linux KVM Hypervisor

. . . . ‘Shih-Wei Li (Columbia University), Xupeng Li (Columbia University), John Hui (Columbia University), Jason Nieh (Columbia University), Ronghui Gu (Columbia University)
https://github.com/QiushiWu/Qousiant Gt i, Clllma puper 57 openoour vetnsecur oy «puf
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2020-12-01: Sarah Jamie Lewis & others send a letter to IEEESSP

To: sp21-pechair:

eee-security.org, a.oprea@northeastern.edu, thorsten.holz

CC: rm@ins.jku.at, santiagotorres@purdue.edu, sarah@openprivacy.ca
Subject: Ethics concerns about paper accepted for publication

Dear IEEE S&P PC Chairs,

We are a group of security professionals and academics who are reaching out with concerns about
the ethics on a paper that was recently accepted to appear in I[EEE S&P 2021. The paper in
question is “Open Source Insecurity: Stealthily Introducing Vulnerabilities via Hypocrite Commits”,
and we were made aware of its acceptance through Twitter by one of the authors (likely the PI of
the research group). To our dismay, it appears that the research did perform experiments with
human subjects (open source developers), yet there is no indication that the experiment itself
went through any type of IRB approval process2. To further complicate things, it appears that the
experiment has dire consequences: introducing exploitable code in perhaps the most fundamental
part of computing infrastructure today — the Linux kernel

We are reaching out because we believe this is a delicate circumstance that may taint the

relationship between academics and open source professionals everywhere. If researchers are not vA-k YA—heER AFAT wna

trusted within open source circles, research relationships, experiments and dissemination of
intellectual work will be affected. This is not to mention that open source has historically been a
common medium for academic research to have broader impact.

EEENEYA—F

Sarah Jamie Lewis @Sara
Hi I'm Sarah, Executive Direc
non-profi
tools that em

researchir
le & marginalize

https://hackmd.io/s/BJGs6Tfiw T
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2020-12-15: UMN A* AR DORBICDOWTDERA % FAQ & L TARK

Clrifctions onthe “hypocritecommit” work (FAQ)

0SS /Ny FEFEA NI ALIZHET 2 Y A7 OBEEL
B BE 138 HDNRy FHANTHEYIAALEEEIEE

m Linux kernel I %2 AN ZENEHTIEARL

B XA VT FT—BEHEI’HREFRTIEARL (UMN/IRB HiiE)

B O3 a2=7 4 ICIERXIERATIC —6m & L CORIEER
Z=EhE Lk (7!)*‘ Hypocrite Commits £§&%17> 2 &
EAVTFF—ICEREML Aoz [EEFF])

B ARRENA VT T —DOEEREREZEHE I 5 H 535

BOIa1=-74DOEBRZRTIEICERSRWEHARF

https://www-users.cs.umn.edu/~kjlu/papers/clarifications-hc.pdf
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UMN Institutional Review Board (fAZMGEBTEEZESR) @ Go HIk

* Is this human research?

This is not considered human research. This project studies some issues with the patching process instead
of individual behaviors, and we did not collect any personal information. We send the emails to the Linux
community and seek community feedback. The study does not blame any maintainers but reveals issues

in the process. The IRB of UMN reviewed the study and determined that this is not human research (a
formal [RB exempt letter was obtained).

Throughout the study, we honestly did not think this is human research, so we did not apply for an IRB
approval in the beginning. We apologize for the raised concerns. This is an important lesson we
learned---Do not trust ourselves on determining human research; always refer to IRB whenever a study
might be involving any human subjects in any form. We would like to thank the people who suggested us
to talk to IRB after seeing the paper abstract.

https://www-users.cs.umn.edu/~kjlu/papers/clarifications-hc.pdf
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2021-04-06: Aditya Pakki @ UMN /Xy Fh 6 KK EICHER

From Aditya Pakki <>

subject [PATCH] SUNRPC: Add a check for gss_release_msg Date Tue, 20 Apr 2021 09:15:23 +0200

Date Tue, 6 Apr 2021 19:16:56 -0500 From Greg KH <>

In gss_pipe_destroy_msg(), in case of error in msg, gss_release msg - - “

deletes gss_nsg. The patch adds a check to avoid a potential double Subject Re: [PATCH] SUNRPC: Add a check for gss_release_m
free.

Signed-off-by: Aditya Pakki <pakkiooleunn.edu> On Tue, Apr 06, 2021 at 07:16:56PM -0500, Aditya Pakki wrote:

net/sunrpc/auth_gss/auth_gss.c | 3 ++-

1 file changed, 2 insertions(+), 1 deletion(-) IIf you look at the code, this is impossible to have happen.

diff --git a/net/sunrpc/auth_gss/auth_gss.c b/net/sunrpc/auth_gss/auth_gss.c
index 5f42aa5fc612..eb52eebb3923 100644

- a/net/sunrpc/auth_gss/auth_gss.c Please stop submitting known-invalid patches. Your professor is playing

L around with the review process in order to achieve a paper in some
e strange and bizarre way.

NI

R s This is not ok, it is wasting our time, and we will have to report this,

b AGAIN, to your university...

static void gss_pipe_dentry_destroy(struct dentry *dir,
22501 greg k-h
https://lkml.org/1kml/2021/4/6/1295
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2021-04-21: Greg #»* MNU »"5D/8y FHEH, BE/NY FELHIFR

You, and your group, have publicly admitted to sending known-buggy
patches to see how the kernel community would react to them, and
published a paper based on that work.

Now you submit a new series of obviously-incorrect patches again, so
what am I supposed to think of such a thing?

They obviously were _NOT_ created by a static analysis tool that is of
any intelligence, as they all are the result of totally different
patterns, and all of which are obviously not even fixing anything at
all. So what am I supposed to think here, other than that you and your
group are continuing to experiment on the kernel community developers by
sending such nonsense patches?

When submitting patches created by a tool, everyone who does so submits
them with wording Like "found by tool XXX, we are not sure if this is
correct or not, please advise." which is NOT what you did here at all.
You were not asking for help, you were claiming that these were
legitimate fixes, which you KNEW to be incorrect.

https://lkml.org/1kml/2021/4/21/143
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2021-04-21: Greg #»* MNU »"5D/8y FHEH, BE/NY FELHIFR

A few minutes with anyone with the semblance of knowledge of C can see
that your submissions do NOT do anything at all, so to think that a tool
created them, and then that you thought they were a valid "fix" is
totally negligent on your part, not ours. You are the one at fault, it
is not our job to be the test subjects of a tool you create.

Our community welcomes developers who wish to help and enhance Linux.
That is NOT what you are attempting to do here, so please do not try to
frame it that way.

Our community does not appreciate being experimented on, and being
"tested" by submitting known patches that are either do nothing on
purpose, or introduce bugs on purpose. If you wish to do work Like
this, I suggest you find a different community to run your experiments
on, you are not welcome here.

Because of this, I will now have to ban all future contributions from
your University and rip out your previous contributions, as they were
obviously submitted in bad-faith with the intent to cause problems.

greg k-h
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Plonk (Usenet)

From Wikipedia, the free encyclopedia

For other uses, see Plonk.

Plonk is a Usenet jargon term for adding a particular poster to one's kill file so that poster's future postings are completely ignored. It was first
used in 1989, and by 1994 was a commonly used term on Usenet.[!] To publicly repudiate a poster, it is added to one's reply or is simply used as
the entire, one-word reply. It may also be used as a verb. The word is an example of onomatopoeia, intended to represent the metaphorical
sound of the plonked user hitting the bottom of the kill file.[2!

Folk etymology sometimes gives the term's origin as an acronym of various phrases, although these are likely to be backronyms. These
backronyms include: Please Log Off, Net Kook; Put Lamer On Killfile, 3l and Please Leave Our Newsgroup: Killfile!l¢/tation needed] The term's usage
later expanded to include blocking messages from annoying senders by using e-mail filters that delete incoming messages based on criteria set
by the email recipient. Plonk has similarly been used on BBSes, online forums, blogs, IRC (Internet Relay Chat), and wikis (which usually do not
have filters). It is occasionally used in reference to blocking a user on instant messaging (IM) or a social media site.

https://en.wikipedia.org/wiki/Plonk (Usenet)
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AFH{E=Linux AI21=7 1 TERI > AREH & LTI (4/22)

Linuxi—F)VICEEBIC/\IZRBAURE UTARICOZT 1 =5« HFIEE

A=T2Y=RY T O TOMFEE VU w )HCRIT BMmXDPEDIZH. Linux I —TILICBEHID/ I &S0/ \y FaREL

CEEBHIC, | ERYAARFCH U T MLinudh—RILBEAOSHOLIL] | DFEOHRZEENMTONFE L.
Linux bans Uni y of Mi for ding buggy patches in the name of research [Update] - Neowin
https://www.neowin.net/news/li b i ity-of-mi f ding-buggy-patches-in-th f. h/

https://gigazine.net/news/20210422-linux-ban-university/
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HRICIFAI 2 =T 1 BEIT BOTHEEHI DEEM IS IIE IS TN

A F—1J— by nagazou 2021504526 H 12850045 SELEERRE HPILD

fs SRYSATEE. AEDOESHELTLInUXD—FILICEREN (CHRSSETI— REaSy b~

4H218. LinuxH—FILOBREIZ21=51 —T. SRYIRFORRESHLinuxH—FRILOY—RD— RCEHMOTF1UF < LOXRBEOHZ - REIZY LT
& LT, Linuxh—FIADOEFEZIES BUBHTHNEZT EHEEREICI > TS (lore.kernel.orgdDLKML7—H ¢ . The Verge. Phoronix. GIGAZINE. ITmedia) .

CORBICHS LERERER3HCERERL. N—FILBEIZS21"7+H BEHZ - ReXErEEI o8 ban e mnic ERCETLESDREL
TWS (GitHub #X[PDF]) « JZ1 A BEAFH SO LW — FEBHFANBNTE(CIIF, @RCIBHINIEINTO I Reikk. BEFLTLDENDS, MR
#HI X1 5« AldGreg Kroah-Hartmanld. #H< ORE%SEICTITALELTHAILTNG.

745, Tom's Hardware®zE®(c £ N(E. Linus TorvaldsEFORIEE [ThEEYCAESESIASHONSEL, EligcEALEZETERAVEESH, AZa=F DAL
HEETCTTEHD, ASMNCEBEERELILERD ] EFREDEELMRIEOTH /25U (Tom's Hardware) .

& BAnonymous Coward E1<.
KRR SEYLRBBCHS T DY —DILBHHCVRT EZBRUEN D EOMR. EEBSHN EERENOLENISEOTEI A, o7l

[BERTADU T

130040+ & ®inux unmfﬁ

https://linux.srad.jp/story/21/04/25/1954223/
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AREED ARELIEORRERE © (4/21 - 4/23)

Hho SEEBEN LTLo/k Statement from CS&E on Linux

1 1 = 7N
Hypocrite Commits B DFEZE % A
Leadership in the University of Minnesota Department of Computer Science & Engineering lea
« fA ALY 1; % #%—F —] ( d ) today about the details of research being conducted by one of its faculty members and gradus
. 4/2 1 . ,f% = ji =] TE a eS B O n e students into the security of the Linux Kernel. The research method used raised serious conce!

the Linux Kernel community and, as of today, this has resulted in the University being banned

m 4/21: Hypocrite Commits /v F D4 E

We take this situation extremely seriously. We have immediately suspended this line of resear
] 4/2 1 . U M N D e p a rt me nt H ea d b(é%jgg Y (_)) will investigate the research method and the process by which this research method was appr

0 B determine appropriate remedial action, and safeguard against future issues, If needed. We wil
our findings back to the community as soon as practical

m 4/22: LFTAB A®RAIDL Ea— XY M EFHK Sicert
m 4/23: LF A UMN iC chEam s L & — 2 HiT Lo e oot Deparen 4

Greg DEEHICHLTIIa=71& UMN FRBEEZ2ANT 7o a3 v aEIBT S ]
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AERD AHAEUEORRER @ UMN /Sy FL E21—

Greg IC& % /8y FL Ea1—#Ri& L E1—#ER = KEIZIELHREE

m 4/21: 3B&/%y F revert FAtA B UMNBE/y F245EE (KR 435 #4)
4/28: Hypocrite Commits revert m ESIEEHEER (349 #)
m EEA RE (39 #4)

#oa3 v bTIBEE (25 #)
BICHREATAE (12 #4)
3T I —TEERET (9 )
EED S revert R (1 #)

n
m 4/29: Ry FEBEL E1—ER&ER
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B ERINEAYTF—DEHSM

\\Elg\ll ] . .
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Lessons and Learned

Hypocrite Commits #&% Hypocrite Commits DO #iEl

B AVTF—IZ&Y) Reject ThT B ERABICINAERISRVERRE
—fHEv—rYshiahok B 7AFIT7EDEEBRICAEAE

B EBEEOREE A UBIOREE LT
Ny FELTHRILLTWAN K S
E UMN DY R 7IEEEL TWARL

BEICITRFRBREBEGRLH - 7=

Linux SEEEANIL S V£ KZICH D
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m (BN Sy FOER] L EES 5% PATIT LD FEBRBERZHE

mY—I)LDER] BEICERES SHEOTHT I T OMEFE DI
B ESEMEEAY R 7 IEHRTE AW ERDEHICA L
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Reference

S HEBAD UMN BEDRAIFLLT LKML 5 S8R A8
B AERICHTSII2=7 1 #1F [LKML]
B https://lkml.org/lkml/2021/5/5/1244

B ¥R
m https://github.com/QiushiWu/QiushiWu.github.io/blob/main/
papers/0OpenSourcelnsecurity.pdf
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https://github.com/gregkh/presentation-linux-maintainer ®

Linux’s response

Kernel fixes available on announcement date \

* Intel notified some kernel developers in advance
* Worked together across OS vendors to solve

* Much better than Spectre/Meltdown

* Process still needs to improve, Debian notified 48
hours before release.

* More fixes came after announcement
* [Update your kernel and BIOS!|

THE
L I LINUX
FOUNDATION
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https://github.com/gregkh/presentation-linux-maintainer @

Linux security fixes

° Happen at least once a week
* Look like any other bugfix
* Rarely called out as security fix
* |Many bugfixes not known to be security related until years
later
* No differentiation between bug types
* Abugisabugisabug
* Very few CVEs ever get assigned for kernel security issues

L]tinux

F—=TvV—20tFa)F VT (HDHER) @ Osaka NDS Embedded Cross Online Forum #13



B APEEL DA

https://github.com/gregkh/presentation-linux-maintainer @

Linux security fixes != CVEs

* Small fraction of kernel security fixes get CVEs
* If you only cherry-pick CVEs, you have an insecure system
* Some CVEs have follow-on fixes not documented anywhere

* How the Linux Kernel Security team works

THE
L I LINUX
FOUNDATION
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https://github.com/gregkh/presentation-linux-maintainer @

Linux security fixes != CVEs

* Small fraction of kernel security fixes get CVEs
* 2006-2018 had 1005 CVEs assigned to the kernel
|* 41% (414) had a negative “fix date” |
* 12 never fixed
|* Average fix date, -100 days |
* Longest fix dates, -3897 and 2348 days
|- 88 fixed within 1 week|
* Standard deviation 405
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https://github.com/gregkh/presentation-linux-maintainer ®

Linux Longterm Kernels Fix Problems

Bugs are fixed before you realize it is a issue. |

* Google security team requests for Pixel phones in 2018:
* 92% (201/218) problems were already fixed in LTS kernel
* Noneed for cherry-picking or backporting

* Remaining issues were due to out-of-tree code

THE
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