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» Yuichi Kusakabe

» Software Engineer of IVI about 13 years
(for 16-bit and 64-bit architecture)

> Linux Software Engineer(2011-2013)
> Linux Software Lead Engineer(2013—Now)

» BSP Porting/Customizing
» Supporting for in—house software developers
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THE LONG ROAD TO INTEGRATE LINUX AS A MAINLINE PLATFORM
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BMW ALMOST FROM THE GROUND
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Full Linux based on Yocto

0

BMW GUI PORTED TO LINUX
Code adapted to be used on Linux, keeping legacy codebase

CONTINUOUS INTEGRATION IN HOUSE

Not only integrating binary blobs anymore. All compilation
done in-house

--------

https://static.sched.com/hosted files/osseul9/17/linux embedded 2019.pdf
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https://biz3.co.ip/lp _category/automotive spice
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« fopen() -> fwrite() -> fclose()
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H teslamotors / buildroot ® Watch ~ 117 Y7 Star 573 Y Fork 129

<> Code Pull requests ' 9 A ) Insights

¥ buildroot-2019... +  buildroot / configs / ap-hw3_model3_defconfig Go to file

M IV
12U

. Tesla OpenSource internal-ce1ef36ccf6377873fc3fac3d5e4d2a493f865f6 (2019.40.50) atest commit 7dd296c on 3 Jan 2020 ) History

Ax 0 contributors

152 lines (152 sloc) 4.57 KB GE Blame l;J )

BR2_aarchbd=y

BR2_DL_DIR="$(BASE_DIR)/d1"
BR2_ENABLE_DEBUG=y

BR2_TOOLCHAIN_BUILDROOT_ VENDOR="tesla™
BR2_TOOLCHAIN_BUILDROOT_GLIBC=y
BR2_KERNEL_HEADERS_4 14=y
BR2_TOOLCHAIN_BUILDROOT_CXX=y
BR2_TOOLCHAIN_BUILDROOT_FORTRAN=y
BR2_TARGET_OPTIMIZATION="-g2"
BR2_TARGET_GENERIC HOSTNAME="ap3"
BR2_TARGET_GENERIC_ISSUE="Autopilot ///"
BR2_INIT_NONE=y
BR2_ROOTFS_DEVICE_CREATION_DYNAMIC_ EUDEV=y
BR2_TARGET_TZ_INFO=y
BR2_TARGET_LOCALTIME="America/Los_Angeles™
BR2_LINUX_KERNEL=y

BR2_LINUX_KERNEL_CUSTOM GIT=y
BR2_LINUX_KERNEL_CUSTOM_REPO_URL="https://github.com/teslamotors/linux.git"

-hw3 model3 defconfig


https://github.com/teslamotors/buildroot/blob/buildroot-2019.02/configs/ap-hw3_model3_defconfig
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Search CVE List

You can search the CVE List for a CVE Record if the CVE 1D is known. To search by keyword, use a specific term or multiple

space. Your results will be the relevant CVE Records.

View the search tips.

‘ openssl|

| Submit |

Search Results

|There are 361 CVE Records that match your search.

Name
CVE-2021-3613

CVE-2021-3606

CVE-2021-3450

CVE-2021-3449

CVE-2021-3446

CVE-2021-3423

Description

OpenVPN Connect 3.2.0 through 3.3.0 allows local users to load arbitrary dynamic loadable libraries via an OpenSSL configuration file if present,
which allows the user to run arbitrary code with the same privilege level as the main OpenVPN process (OpenVPNConnect.exe).

OpenVPN before version 2.5.3 on Windows allows local users to load arbitrary dynamic loadable libraries via an OpenSSL configuration file if present,
which allows the user to run arbitrary code with the same privilege level as the main OpenVPN process (openvpn.exe).

The X509_V_FLAG_X509_STRICT flag enables additional security checks of the certificates present in a certificate chain. It is not set by default.
Starting from OpenSSL version 1.1.1h a check to disallow certificates in the chain that have explicitly encoded elliptic curve parameters was added
as an additional strict check. An error in the implementation of this check meant that the result of a previous check to confirm that certificates in the
chain are valid CA certificates was overwritten. This effectively bypasses the check that non-CA certificates must not be able to issue other
certificates. If a "purpose” has been configured then there is a subsequent opportunity for checks that the certificate is a valid CA. All of the named
"purpose” values implemented in libcrypto perform this check. Therefore, where a purpose is set the certificate chain will still be rejected even when
the strict flag has been used. A purpose is set by default in libssl client and server certificate verification routines, but it can be overridden or
removed by an application. In order to be affected, an application must explicitly set the X509_V_FLAG_X509_STRICT verification flag and either not
set a purpose for the certificate verification or, in the case of TLS client or server applications, override the default purpose. OpenSSL versions
1.1.1h and newer are affected by this issue. Users of these versions should upgrade to OpenSSL 1.1.1k. OpenSSL 1.0.2 is not impacted by this
issue, Fixed in OpenSSL 1.1.1k (Affected 1.1.1h-1.1.1j).

An OpenSSL TLS server may crash if sent a maliciously crafted renegotiation ClientHello message from a client. If a TLSv1.2 renegotiation
ClientHello omits the signature_algorithms extension (where it was present in the initial ClientHello), but includes a signature_algorithms_cert
extension then a NULL pointer dereference will result, leading to a crash and a denial of service attack. A server is only vulnerable if it has TLSv1.2
and renegotiation enabled (which is the default configuration). OpenSSL TLS clients are not impacted by this issue. All OpenSSL 1.1.1 versions are
affected by this issue. Users of these versions should upgrade to OpenSSL 1.1.1k. OpenSSL 1.0.2 is not impacted by this issue. Fixed in OpenSSL
1.1.1k (Affected 1.1.1-1.1.1j).

A flaw was found in libtpms in versions before 0.8.2. The commonly used integration of libtpms with OpenSSL contained a vulnerability related to
the returned IV (initialization vector) when certain symmetric ciphers were used. Instead of returning the last IV it returned the initial IV to the
caller, thus weakening the subsequent encryption and decryption steps. The highest threat from this vulnerability is to data confidentiality.

Uncontrolled Search Path Element vulnerability in the openssl component as used in Bitdefender GravityZone Business Security allows an attacker to
load a third party DLL to elevate privileges. This issue affects Bitdefender GravityZone Business Security versions prior to 6.6.23.329.

https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=openssl|



https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=openssl
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https://monoist.atmarkit.co.jp/mn/articles/2003/31/news051.html
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ROADMAP OF AGL BSP FOR R-CAR GEN3

RELEASE SCHEDULE OF THE BSP

* Renesas will release BSP and “meta-renesas for AGL”

* Renesas and partners will care the gap between Yocto 2.1 and BSP of R-Car Gen3

“16/ Oct Dec |17/ Apr |May |Jun | Jul
Aug Jan

Linux Kernel for R-Car Gen3
(As a std. distro. from Renesas) 4.4 4.6 rc)( 4.9

Yocto Recipe for R-Car Gen3
(To enable 3D / Media H/W IP) Based on 2.0 Based on 2.2

Meta-renesas for AGL Need discussion to minimize
(From Renesas / loT.Bzh)

Roadmap of AGL

porting cost which will be used in the

BSP for R-Car Gen3

Roadmap of Upstream Yocto Proj. 2.1 2.2 23
2016 Renasas Elecironics Corporaton. Al ights reserved. o RLENESAS

http://eventsl7.linuxfoundation.org/sites/events/files/slides/R-Car%20Gen3 for AGL-20160908.pdf



http://events17.linuxfoundation.org/sites/events/files/slides/R-Car%20Gen3_for_AGL-20160908.pdf
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 Renesas R-CAR H3, M3, M3N., E3

« DDR : 8GB. 4GB

« eMMC : 128GB. 64GB. 32GB
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« AMP : ATIFAMP, AEIAMP
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Fujitsu-Ten 273
Linux Foundation 147
Mentor Graphics 92
Qt Company 86
Konsulko 68
Panasonic 57
Advanced Telematics Systems 42
Microchip 22
ALPS 20
AisinAW 18
Il 15

1791 Total Commits
45 Committers

D LINUX 24 Companies

FOUNDATION

Mitsubishi Electric
Intel

Samsung
Collabora

Toyota

ADIT
Cogent Embedded

Hitachi
Igalia
Radio Sound

* 01Jan 2016 - 31 Dec 2016
* Commits to master

Renesas
ikl

Steps in Man*Month, Linux rofjey
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