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Intel x86
Power 32 bit, VLE

LT X
V850,RH850 etc.

A>T« _A> TriCore
MIPS 32 bit
Sparc 32 bit

AVR 32

XJINOS WIS E
Linux : ELF ,SO C
Android : ELF , SO, APK C++
QNX 6/7 : ELF, SO Java
VxWorks 5/6 Assembly

Classic AutoSAR
Dalvik : ART
Oracle Java: Jar, Class

Media : EXIF, geo tag etc
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Jarvis 2.0 [ —_

CVSS V3.1 SEVERITY THIRD-PARTY PRODUCT

W voux_keme!

W medium

W high
W ow
B critical

= W :I: B4
) —CVE&Zlt — B
pZ /g =
CVE » NAME PRODUCT PRODUCT VERSION FIXED IN CVE » CVSS » V31 » BASE SEVERITY CVE » CVSS » V31 » BASE SCORE™ e
4.14.115,4.19), [4.19.38, 5.0), e
> CVE-2019-18805 linux_kernel 41495 t 2 )b 38,50).15 critical 9.8
0.11,5.1),>5.1
> CVE-2018-12714 linux_kernel 41495 >4172 critical LICENSES PRODUCTS
> CVE-2019-18814 linux_kernel 41495 >539 critical
: o W BSD-3-Clause § W <2fsprogs
> CVE-2019-15504 linux_kemel 4.14.95 >529 critical B cPL20orlater \ \! I i
> CVE-2019-17133 linux_kermnel 41495 >532 critical M GPL-20-0nly \ M python
M Python-2.0 M glibe
> CVE-2017-14493 dnsmasq 273 >2.77 critical I LGPL2 1 or fater Wb
> CVE-2018-1000517 busybox 1.284 >=1.29.0 critical WM M cpenssh
> CVE2019-15505 linux_kerel 41495 >529 critical = oo = .
> CVE-2019-15292 linux_kernel 41495 >=509 critical W 850-4-Clause M zutogen
W esL10 [ crotobuf
[l 85D-2-Clause M zib
W LGPL-Z.0-or-later W cp=nss!
W zib W sqlite
M LGPL-3.0-or-later M bind
W OpenssL I linux_kemel
7 / % —_— LICENSE CATEGORIES
W rermissive
W copyleft
W cCopyleft Limited
M unknown
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® SPDX 2.2TIIChBSDEFEZHI\—TETBLIICIRDTWD
< SBOME=/\E R
Data Fields MHEBRE A R—F MCEITIR—-ASA 2 VIEHREXELT DS
F—5TJ4—JLR - B TSAV7—%&
- dOIR—2R> M
- A R—%> MN\—=3>
- ZTOAMD 1= — 3BT
- {71
- SBOMYERLE
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® SPDX.orglCc TSPDXESEY —)LH 2B (https://spdx.dev/resources /tools/)
e PythonhiX®Javahfi. JavaScripthlfiEh\BHEETNTWS

® Tag. RDF., XLSI®&ERLIBRI7AILITA—IY MMCEHAO]HE

® SPDXIJ7AIBELDLBEITAS

SPDX format converters

The following converter tools are provided by the spdx tools:

» TagToSpreadsheet
* TagToRDF

* RdfToTag

+ RdfToHtml

+ RdfToSpreadsheet
* SpreadsheetToRDF
+ SpreadsheetToTag

Example to convert a SPDX file from tag to rdf format:

java -jar spdx-tools-jar-with-dependencies.jar TagToRDF Examples/SPDXTagExample.tag TagToRDF.rdf

Compare utilities

The following tools can be used to compare one or more SPDX documents:
+ CompareSpdxDocs

Example to compare two SPDX files provided in rdf format:

java -jar spdx-tecols-jar-with-dependencies.jar CompareSpdxDocs docl dec? [output]

* CompareMultipleSpdxDocs

Example to compare multiple SPDX files provided in rdf format and provide a spreadsheet with the results:

java -jar spdx-tools-jar-with-dependencies.jar CompareMultipleSpdxDocs output.xls docl doc2 ... docl

[ ) \'_".
MACNICA 5D © Macnica, Inc. 17
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SPDXJ#—<Y bOHAHI(XLSHENICE

spdx.xlsx - Excel Noriyuki Takahata NT &
Trdll. m—h A R=Z LTIk I T4 b Fr NLT F—h PO = © HEg P axyk
Al M 2 Package Mame v
A B [ C . D [ E [ H . G . -
1 Package Name SPDX ldentifier Package Version Package FileName Package Supplier Package Originator Home Page
2 |asutogen-unknown SPDXRef-package{unknown NOASSERTION Organization: autogen MOASSERTIO
3 Ibind-unknown SPDXRef-package{unknown NOASSERTION Organization: isc MOASSERTIO
4 | blas-unknown SPDXRef-package: unknown MNOASSERTION Qrganization: netlib MNOASSERTIO
5 | boost-1.67.0 SPDXRef-package 1.67.0 MNOASSERTION QOrganization: boost MNOASSERTIO
G | baringzsl-unknown SPDXRef-package: unknown MNOASSERTION QOrganization: google MNOASSERTIO
T | bzipZ-unknown SPDXRef-package{unknown NOASSERTION Organization: bzip MOASSERTIO
8 Jc-ares-1.14.0 SPDXRef-package{1.14.0 NOASSERTION Organization: c-ares_project MOASSERTIO
9 | c-ares-unknown SPDXRef-package: unknown NOASSERTION Organization: c-ares_project MNOASSERTIO
1[]-curI-T.55.1 SPDXRef-package 7.65.1 MNOASSERTION Organization: haxx MNOASSERTIO
11-32f5p|'ogs-1.~'1~'1.~'1 SPDXRef-package 1444 MNOASSERTION QOrganization: e2fsprogs_project MNOASSERTIO
12-82f5p|'ogs—unknnwn SPDXRef-package unknown MNOASSERTION Organization: e2fsprogs_project NOASSERTIO
13_gcc—unknown SPDXRef-package{unknown NOASSERTION Organization: gnu MOASSERTIO
ld_giflih—unknown SPDXRef-package{unknown NOASSERTION Organization: giflib_project MOASSERTIO
15_glibc-2.28 SPDXHef-package-'ﬁ.EE MNOASSERTION QOrganization: gnu MNOASSERTIO
1E-glibc-unknown SPDXRef-package: unknown MNOASSERTION QOrganization: gnu MNOASSERTIO
1?-Iibevent-2.1.5 SPDXRef-package 215 MNOASSERTION QOrganization: libevent_project MNOASSERTIO
IE_Iibe:-ipat—E.E. SPDXRef-package{2.2, NOASSERTION Organization: libexpat_project MOASSERTIO
19_Iibe:-i|:|at—unknown SPDXRef-package{unknown NOASSERTION Organization: libexpat_project MOASSERTIO
2[]_|ibffi—3.l SPDXRef—package-r&l MNOASSERTION QOrganization: libffi_project MNOASSERTIO
21-Iibipeg-turbo-unknown SPDXRef-package: unknown MNOASSERTION Qrganization: libjpeg-turbo MNOASSERTIO
22-Iibpng-1.5.3T SPDXRef-package 1.6.37 MNOASSERTION Qrganization: libpng MNOASSERTIO
23-Iibpng—unknnwn SPDXRef-package unknown MNOASSERTION Organization: libpng NOASSERTIO
24_Iibtiff—unknnwn SPDXRef-package{unknown NOASSERTION Organization: libtiff MOASSERTIO
25_Iibuv—l.22. SPDXRef-package{1.22. NOASSERTION Organization: libuv_project MOASSERTIO
2E_Iibwebp-unknown SPDXRef-package: unknown MNOASSERTION QOrganization: webmproject MNOASSERTIO
2?-Iib:-crr'I2-2.9.8 SPDXRef-package 298 MNOASSERTION QOrganization: xmlsoft MNOASSERTIO
28-Iinu:-c_kernel-4.19.59 SPDXRef-package-4.15.59 MNOASSERTION Organization: linux NOASSERTION|+
» | Document Info Package Info External Refs Extracted License Info | Per File Info | Relati ... () [ »
EE=T HH O - ] + B80%
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SPDXMDE#HI(1)

Document Info

- L

SPDX/)\—>3> SPDX-2.2
RFaA> b Sample
SBOM{ERNZE Tool: BlackBerry Jarvis 0.1.930
Person: takahata
FALRIZT 2022/6/16 15:59:30
FIv oYL MD5: b92ac62e1c062e0bc78418a28fda9d56

SHA1: c60b4ef3915ee413a42f133d08e5f3496b10390b
SHA256: a23654f3b077aa0cfdce702a08a5203a254bd9d8a9de6202f281b5f20b69ce26

SHA512:
943978837952bdbbda79847723b375a1d7ef04df311dd5225a22f0ef2351e8c3b34575135d965663f77ae290f664

dc997e402ce6317a29031ac8ebaa1037d0e7
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Package Info

A g
ISV -4 Organization: busybox
JR—2R> & busybox

OIR—R> M—==3>  1.28.4-2

skl F SPDXRef-package-busybox-da2e2bd5-b745-4496-a24e-d433c0d77f3e

Per File Info

= W
J71IL%4 /Sample-x86.img.gz/image.raw/partition.2/bin/busybox

TJ7AIEFAT BINARY

S RIEH GPL-2.0-only

SEAESLER CONTAINED_BY SPDXRef-package-busybox-da2e2bd5-b745-4496-a24e-d433c0d77f3e

DYNAMIC_LINK SPDXRef-file-libc.s0-f98e2633-95e3-4b92-9bdb-68917bf4e22f
DYNAMIC_LINK SPDXRef-file-libgccs.s0.1-597672¢3-d27d-416b-9450-04aaf63dd6fb

® o
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e SBOM{ERLY —JL(BlackBerry Jarvis 2.0)DFEN

® SPDXJA—VYY FTREHEETNIZSBOMDAAEICDWLWTHEMN

i
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W—)LZBERL. U AT+ J5EE

N T A—HDA !
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https://www.meti.go.jp/shingikai/mono_info_service/sangyo_cyber/wg_seido/wg_bunyaodan/software/pdf/006_03_00.pdf
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https://www.meti.go.jp/shingikai/mono_info_service/sangyo_cyber/wg_seido/wg_uchu_sangyo/pdf/003_03_00.pdf
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BlackBerry Jarvis 2.05Hfiz 1t X
o 30BRIDEETIES 1 &> AFATIEET T .

BLACKBERRY JARVIS 2.0

SOFTWARE COMPOSITION ANALYSIS FOR EMBEDDED
SYSTEMS.

BlackBerry® Jarvis® 2.0 is a software composition analysis solution
that lets you detect and list open-source software and software

licenses within your embedded systems as well as their
cybersecurity vulnerabilities and exposures.

22 REQUEST ATRIAL WATCH THEVIDEO -

FEIJ—RICT, Jarvis 2.0 DTFEERBLTVET,
FOBUBEEHFD LS
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